Accounting for Privacy In the
Cloud Computing Landscape

Motivation and Problem Analysis

Benefits of Cloud Computing Core Problems for Privacy in Cloud Computing
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Raising Awareness for Cloud Usage Data Handling Requirements-aware Cloud

* Mobile apps and email services heavily rely on cloud services * Clients have requirements how their data should be handled in the cloud

> Users need to be aware of this cloud usage to assess and counter potential privacy risks > Triggered by intrinsic motivations or statutory regulations (e.g., data protection legislation)

cloud usage of apps > Enrich data with privacy policies specifying allowed data handling and secondary usage
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* Extending cloud storage systems with support
Decentralizing Individual Privacy-preserving for client’s data handling requirements
Cloud Services Cloud Services for the loT

> Introduce indirection layer

o to only store data on
* Contextualization &N Cloud Usage . ) policy compliant nodes

> Users need assistance in
objectifying statistics on their
personal cloud usage

> Allow users to anonymously

compare their cloud usage
against their peer group

> Proof-of-concept
implementation on top of
Cassandra database
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> Often, domain specialists are no security experts
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> Instead of giving full control to the cloud, cloud is only used to Addressing the core problems of cloud °
securely realize a highly available and scalable message store privacy is possible if the different
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Alice‘s Decentralized Cloud 1

Alice

* Realize basic cloud functionality over distributed trusted resources

> Peer-to-peer cloud platform utilizes idle resources of devices operated by users’ friends and family
> Strong isolation of services and data ensures security in multi-tenancy situations

> Compatibility with Google App Engine eases migration away from public cloud services
> Alternative to today’s public cloud offers for extremely privacy-conscious users

. Service
* Transparently accessing encrypted and -
integrity protected loT data in the cloud e Further Reading

> Security library for transparent access to abstraction of all
protected loT data stored in the cloud security mechanisms

> Unburdens service developers from

implementing security functionality | ‘- Martin Henze
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represent and protect loT data | Accounting for Privacy in the Cloud

> Does not require any security expertise , , ComPUting Landscape
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